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Analysis and thought on quantum insert technology
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Abstract: Quantum insert (QI) is a technology that makes redirection attacks by injecting malicious content into

certain sessions. A brief introduction of American “Quantum Insert” project was given and the connotation of this

technology was discussed. It then looked into the application that quantum insert was put to in the Internet “Great

Cannon” event. An open source QI tool made available by Fox IT, an IT security company, was then analyzed. An

experimental verification environment was built using this tool and a verification was made. Finally, a thought was

given on how to put QI to use in building network defense.
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1 Introduction

“Quantum insert” project is part of and plays
an instrumental role in “Quantum Plan”, a top-secret
scheme under American National Security Agency
(NSA)MY. “Quantum insert” project has by now de-
veloped a set of tools. Table 1 gives some of these
tools and their application scenarios, including at-
tack and defense scenarios.

QI is a technology that makes redirection at-
tacks by injecting malicious content into certain
sessions. QI is a kind of off-path attack, since it
does not control a network node completely as in

the case of man-in-the-middle attack. Instead, the

Table 1

attacker accesses periodically the communication
channels to read certain communications or insert
additional messages without altering or deleting the
user’s messages, that is not to insert into the mes-
sages but to insert additional messages in the ses-
sion',

The packets passing over the network nodes
are captured by mirroring, without affecting the
normal transmission of packets. Through the recon-
struction of the mirror data packet, the data packet is
restored to its original state. Then, according the
informations of the four tuple and packet header, the
packets are forged and sent to form a preemptive

response to the client request and discard the normal

Quantum insert tools and their application scenarios

Attack tools

Description

Quantum insert
Quantumbot

Quantumbisquit

Quantum insert. Brief hijack of connection to redirect target to exploit server
Quantum bot. Capable of hijacking idle IRC bots and hijacking c¢2 communication from bots

Quantum debris. Enhances QIs effectiveness against proxies and other hard to reach targets

Quantumdns Quantum domain name. Targets single hosts or servers

Quantumhand Quantum hand. Detects users’ sensitive information through social websites

Quantumsky Quantum sky. Denies access to a website by injecting/spoofing a large number of packets
Quantumchopper Quantum chopper. Interrupts or intercepts the uploading/downloading of files
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response packets after the arrival.

The process of a QI attack consists of moni-
toring TCP sessions and inserting spoofed data
packets. When the spoofed packet reaches the target
earlier than the original packet, we say there hap-
pens a successive “insert”. To make a data packet
spoofing a success, the attacker needs to listen in on
the network and acquire some session information:
source [P & target IP, source port & target port,
serial number and ACK number, all of them being
retrievable from the TCP packets that contain http
requests. In addition to this, the attacker’s spoofed
data packets have to reach the target before the real
network server responds, taking advantages of this
speed difference and competitive edge to masque-
rade as the real network server. And the result is the
website accessed by the user is redirected to the
target server. The user may be unaware of being
deceived if the false website, to which the user is
redirected, masquerades well enough. If the user is
redirected to, say, the FoxAcid server of the Ameri-
can Forces, he is utterly at the mercy of the forces.

Fig. 1 presents the QI attack process.

HTTP request

Real website
The Inte

t interfac
Listening

2 Analysis of the “Great Cannon” event

QI technology attracted extensive attention af-
ter China’s “Great Cannon” event. GitHub, an
America-based management platform of open
source codes, suffered on March 26, 2015 the most
massive denial of service (DoS) attack in its history.
Some overseas users accessing a Baidu service
script attacked instead two mirror image pages of
GreatFire and the New York Times. This DDoS at-
tack against GitHub was dubbed by international
media as China’s “Great Cannon” event. Baidu,
however, ruled out the possibility of security defect
intrinsic to its product or the likelihood of hacker
attacks.

This event was created by the attacker who,
using QI technology, hijacked the sessions of over-
seas users when they attempted to access Baidu. It is
Baidu’s statistics js code that was altered®*. Fig. 2
shows the altered code, whose function is to shut the
cache and access every 2 seconds two of GitHub’s
websites. The faked js file received by the user’s

browser is used to make DDoS attack.

HTTP request

Faked HTTP response
Real HTTP response

A

Overseas user

Faked HTTP responge

Fake website

High-performance compute

Fig. 1

The QI attack process
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return Date.UTC(a.getFull¥ear(), =.getMonth(), a.getDay(}, a.
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cache: '0,
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b,
complete: functian() {

responseTime = (new Date) .getTime () ;

b = Math_floor (responseTime - requestTime) ;

3E5 > responseTime - startime && (r_send(b), count += 1}

Fig. 2 Hijacked statistics js code of Baidu

This QI attack process is illustrated in Fig. 3.
1) Http analysis: A data packet analysis tool,
like Wireshark, was utilized to analyze the http data

stream in normal Baidu website accessing.

HTTP request

Listeningl

d

g

er The international Internet interface

aked HT'jnsc
High-performance computer

2) Point of penetration of positioned attack:
The point after which data packets are to be faked,
having regard to the designated js file. For instance,
to which data packet shall a response be faked in
order to substitute the m. js file.

3) Fake data packet: Fake the altered js file as
data streams, and the data packet format shall be
able to deceive the client side.

4) Stealthy substitution: Send the spoofed data
packets to the client side before Baidu website does

SO.
3 Experimental analysis of QI technology

3.1 An open source quantum insert tool

Fox IT, an IT security company, develops a
quantum insert tool and has released its source code
on a website of an open source code: https://github.
com/fox-it/quantuminsert. This open source quan-
tum insert tool comes with a monitor (monitor. py),
an attacker (shooter. py), and a test data packet. The

monitor is a Python script, able to acquire the serial

GitHub server |

A
A \ HTTP request

| Faked HTTP response

\J

""""" ]‘ﬁegl'ﬁﬁi»';ea,;aﬁs'e’
Overseas user

_/

Fig. 3 The QI attack process
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number (needed for Tepdump and Tshark output),
ACK number, TCP port, and IP address, and it per-
mits to choose HTTP cookie value. The attack script
is also written in Python, and the spoofed data
packet is made and sent using Scapy, as shown in
Fig.4 P,
3.2 Designing a QI experiment

Using this open source QI tool and its test data
packet, the authors constructed a QI experimental
environment, as shown in Fig. 5, to investigate this
technology and assess its effect. This environment
consists of 2 nodal routers (C and D), 1 monitoring

server, | insert server, 1 user host, and 1 target web-

Backbone network

site server B. QI was implemented on the nodal
routers [,

The experimental QI process is as follows.

1) User host A accesses the target website
server B via router nodes C and D.

2) The monitoring server sniffs the whole of
the data packets that pass router node C.

3) The monitoring server screens out specific
target addresses and access requests.

4) The monitoring server communicates to the
insert server the access request data acquired in 3).

5) The insert server sends, via the router node

C, faked data response to the user’s host A, and this

Backbone network

Spoofed data packet

Fig. 4

/7 Quantum attack \
server

P

Insert server

monitor.py shooter.py
— | Acquiring session data |
I Start listening l
Capturing data Y
(tshark) > | Rearranging data |
src dst sport
+ dport seq ack
I Analyzing data l A
Sending the spoofed data
packet to client side
I Sending data ‘

Router node C

Router node D

An open source QI tool

User host A

Target website server B

Fig. 5 A designed QI experiment
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response reaches the user’s host A earlier than the
response of the real target website server B, hence
achieving QI.
3.3 Analysis of the quantum insert experiment

results

This experiment was performed in 2 groups to
achieve QI, based on UDP and TCP respectively.

Experiment 1 UDP-based data packet insert.
UDP does not need check, so to achieve QI we need
only to run in the monitoring server a monitor pro-
gram to listen in on the session information passing
router node C, and let the insert server to alter the
data sniffed and send via node C the spoofed data to
host A. The spoofed and sent data is given in Fig. 6.

Fig. 6 Sending a spoofed data packet

The spoofed data received on the user’s host is

as shown in Fig. 7.

Experiment 2 TCP-based data packet insert.
TCP requires data check. For this reason, an addi-
tional check step is involved in TCP-based data
packet insert. In the TCP header check computation,
we need to clear the checksum field. Once the new
checksum is found, it must be inserted into the field
before sending the spoofed data packet; otherwise
this spoofed packet will be discarded by host A. Fig.
8 shows the data packet received on host A, viewed
using Wireshark.

Apparently, the user’s host A receives, one af-
ter the other, two data packets (#3 and #5) coming
from the source address and the target address re-
spectively. The former, 60 in length, is the spoofed
data packet sent by the insert server and contains
TEST data; the latter, 54 in length, is the response
data packet sent by the target website server, but is
discarded by host A, and therefore QI is achieved.

4 A thought on QI’s role in network de-
fense building

4.1 An analysis of US forces “Turbine” plan
“Turbine” plan automatically inserts spyware,
including malware and data collection ware, into
target computers. “Turbine” plan relies primarily on
QI tools, and also needs the coordination of
“Chaos” and “FoxAcid” systems. First of all,
“Chaos” system, by use of a series of “selectors”,

monitors and analyzes users’ behavior, which helps

#tho [Wireshark 1.4.2 ] (as suseruser)

F &

uery CxcBEE A wew.reddit.com
ary resporss OncBGZ A 106, 41208 141 & LOB. 41,308, 142 & 1984120854

£ LMK] Seqel Nokml WineemSis Lensd
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Fig. 8 Insert viewed on the user’s host A
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find worthy attack targets. Then, it informs “Tur-
bine” system to hijack one target user’s session
through QI technology, that is inserting a faked re-
sponse command before the real one arrives and
luring the target to access a “FoxAcid” server. The
user then accesses the “FoxAcid” server unkno-
wingly, downloads attack ware, and implants Trojan
ware. The ultimate goal of putting the target under
control is achieved. The whole of the attack process

is shown in Figure 6.

_ 6

-

“FoxAcid” server

Collect

B Router

Router

“Turbine”

Notebook PC
Fig. 9 The attack process of “Turbine” plan

4.2 An analysis of the QI system

Following the idea of NSA’s “Turbine” plan, a
powerful network attack and defense weapon of
huge deterrence can be created if QI technology is
installed in the state trunk lines or the country bor-
der firewall.

1) QI technology is to play the following roles
in building up network defense.

2) DDoS attack: Plants malicious code into a
large number of user sessions making them to send
countless data requests to the target server, thus
mounting DDoS attack against the target server.

3) Pilferage and control of user data: Implants
in the session returning to the user a redirection to
the malicious website. This operation does not need
webshell authority. When the user accesses this ma-
licious website, this website scans the user’s system
for any vulnerabilities and, by taking advantage of
the vulnerabilities of the user’s system or its

third-party software, infiltrates into and controls the

user’s host.

4)DNS hijack: Hijacks the user’s access to the
DNS server so as to return a false IP address ab-
ducting users to access a faked website.

5)Gateway hijacking: Sends, before the gate-
way makes any response, a data packet to the source
address claiming that the destination is not reacha-
ble, so making the source address host send request
data packets repeatedly; and the result is that a large
amount of the target host resources are wasted.

Network defense: Redirects an attacker to
another address so that the target network or server
is put under protection.
4.3 A thought on the design of a QI system

From the design perspective, a QI system in-
volves three layers, as illustrated in Fig. 7. The bot-
tom layer, called data operation layer, is for data ac-
quisition and packet operation and also for providing
the upper level with restored data and shielding such
operation details as data acquisition, data packet res-
toration and reconstruction. The second is technical
implementation layer. It is designed to provide func-
tional modules to be used in the QI attack and in-
cludes data monitoring, insert, URL redirection, Tro-
jan ware implanting, TCP half connection. The top
layer is for functional application, and it is intended
for mounting all types of network attacks: DDoS at-
tack, user information pilferage and control, DNS

hijack, gateway hijack, and network protection, etc!®.

5 Conclusion

President Xi Jinping advocates for cyberspace
sovereignty and safeguarding our network security.
By taking advantage of the technical benefits spe-
cific to QI, a powerful network attack and defense
weapon of great deterrence can be created if this
technology is applied to China’s border route to the
international Internet. This may provide an effective
way to boost our cyberspace sovereignty and net-
work security. Meanwhile, it is equally important

for us to research into QI detection and protection
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Functional . User' = =
applicati DDoS attack information DNS hijack Gateway hijack Network
pplication ilf d g
layer module pilierage an module module defense module
control module
Technical Data URL Trojan TCP half
implementation monitoring Insert module redirection implanting connection
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Data operation Data acquisition Data packet Data packet
layer module restoration reconstruction
module module

About the authors:

Fig. 10 A hierarchical breakdown of the QI system Concluding Remarks

technologies so that if our network suffering Cyber
attacks, we can exploit QI technology to find and
track it faster. We can use HTTPS and CDN accele-

ration to defense QI attacks.
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